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1 OO0mue moJoKeHHus

1.1. Hacrosmas HHCTpyKuus pa3paboTaHa B IelsiXx obecnedeHHs 6€30MacHOCTH NMEPCOHANBHBIX
JaHHBIX, CPEICTB BHIYHCIMTENBHOM TEXHHMKM HMH(QOPMAMOHHBIX CHCTEM IE€PCOHAIBHBIX [AHHBIX,
MaTepHalbHBIX HOCHTENIEH MEPCOHABHBIX JaHHbIX, a TaK XK€ 00eCTeYeH s BHYTPHOOBEKTOBOrO PEXHUMA.

O6nexramu oxpansl [BOY COIL Ne2 m.r.T. beseHuyk SBISAIOTCA:

— TIIOMEIIEHHU, B KOTOPBIX IPOUCXOOUT 06p360TKa NEepPCOHAIBHBIX NAaHHBIX, KakK C HUCIOJIB30BAHHEM
Cp€ICTB aBTOMaTHU3alliy, TaK H 6e3 TaKOBBIX;

— [OMeIEHHs, B KOTOPBIX YCTAHOBJIEHBI KOMIBIOTEPHL, CEpBepa H KOMMYTAllMOHHOE 000pyIOBaHHE,
ydacTBylomee B 06paboTke nepcoHaIbHBIX JaHHbIX;

— TOMEIIEHHs, B KOTOPBIX XPaHATCS MaTepHaIbHBIE HOCUTEIH IEPCOHANBHBIX JaHHbIX;

— IOMEIIEHHs, B KOTOPBIX XPAHSATCS Pe3epBHbIC KOIMHU II€PCOHATBHBIX JaHHBIX.

1.2.  BeCKOHTpONBHBIA AOCTYN NOCTOPOHHMX JHI| B yKa3aHHBIE MOMEIIEHHS IOMKEH OBITh
HCKIIFOYEH.

1.3. K cruenyrommM KarteropuaM o6nekToB oxpasi ['BOY COII Ne2 mr.T. besendyk
NPEeIBABIIAIOTCA yXKECTOYEHHbIe TpeOOBaHMA 1O OGE30MAaCHOCTH: IOMEIICHHS, B KOTOPBIX yCTaHOBJICHBI
KpANTOrpadUyecKue CpecTBa, TpeIHa3Had9eHHbIe Ais IH(POBAHHS EPCOHATBHBIX JAHHBIX (B TOM WHCIe
HOCHTEJIH KII0YeBOH MHGOPMAIIHH).

1.4. OTBETCTBEHHOCTb 3a COOIOJEHHE MOJIOXEHUH HACTOAIIEH MHCTPYKIMH HECYT COTPYTHHKA
CTPYKTYPHBIX IOpa3feneHuii, o6pabaTeBAlOIMX NEPCOHANBHBIE [aHHBIC, & TaK K€ PYKOBOIMTEIH
CTPYKTYPHBIX IOApa3eIeHHH.

1.5. Koutpoms 3a cobmonenueM TpeOoBaHMH HACTOSIIEH HHCTPYKIHH obecrieunBaeT
OTBETCTBEHHBIM 3a OpraHM3alni0 06pabOTKH EPCOHANIBHBIX JaHHbIX.

1.6. HexoTopble MOJOKEHHS JAaHHOW HHCTPYKLIMM MOTYT HE IPUMEHATHCA B 3aBUCHMOCTH OT
ceruKn 06paGoTKH NEPCOHANBHBIX JAHHBIX CTPYKTYPHBIMH TofpasienenusmMu ['BOY COMI Ne2 m.r.T.
Be3eHuyK COIacOBaHMIO C OTBETCTBEHHBIM 3a OpraHH3alluio 06paboTKH MePCOHATBHBIX JaHHBIX.

HacToAwwi AOKYMEHT agnaeTca cob6cTBeHHOCTbIo FBOY COLW N2 n.r.T. BeseHuyK W He moxet 6bITb YaCTUYHO WU NONHOCTLIO BOCNPOU3BEAEH, TUPAXWUPOBAH U
pacnpocTpaHeH 6e3 NCbMeHHOro paspeleHna PyKOBOAUTENA OPraHNU3aLUK.
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2. Jlomyck B MOMeINeHHsl, B KOTOPbIX BeAETca 00paboTKa NepcoHaIbHbIX TaHHBIX

2.1. JlocTyn MNOCTOPOHHHMX JIMIl B NMOMEIIEHHS, B KOTOPBIX BEAETCA 06paboTka NEepCOHATBHBIX
JIAHHBIX, JOJIKEH OCYIIECTBIIAETCS TONBKO BBHAY CIIyKeGHOH HEOOXOMMMOCTH.

2.2.  Ilpu 5TOM Ha MOMEHT IPUCYTCTBHSI IIOCTOPOHHHUX JIMI B MOMEIICHUH JODKHBI OBITH IPUHATEI
Mephl MO HEJONYIIEHHIO O3HAKOMJICHHA IIOCTOPOHHMX JHI C MEPCOHATBHBIMA JaHHBIMH. [Tpumep:
MOHHTOPHI NOBEPHYTHI B CTOPOHY OT IIOCETHTENEH, NTOKYMEHTHl yOpaHBI B CTOI, b0 HaxomATCsA B
HEPO3padHoi nanke (HAKPHITH YHCTHIMU THCTaMH Gymar).

2.3.  JIOmycK COTPYIHHKOB B MOMEIIEHHUsI, B KOTOPHIX BeAETCs 06paboTKa MEPCOHATHBIX JAHHBIX,
obopMIseTcs TOcle TNOANHUCAHHSA COTPYAHHKOM O00s3aTelNbCTBA O HEpAsINAICHHH M HHCTpyKTaxa
OTBETCTBEHHOrO 3a OpraHM3alMIO O0OpaGOTKM IEePCOHANBHBIX NAaHHBIX, JMOO aIMMHMCTpAaTopa
UHGOPMAHOHHON 6€30MaCHOCTH.

2.4. B HepaGouee BpeMs MOMEINEHHs, B KOTOPBIX BelETcs 06paboTKa NMEPCOHANBHBIX NAHHBIX,
JIOJDKHBI CTAaBUThCA Ha oXpaHy. IIpM 3TOM BCE OKHAa W JBEpH B CMEKHBIC MOMCHICHUS IOJDKHbI OBITH
HA/IEXKHO 3aKPHITH, MaTepHATBHEIE HOCHTENHX IEPCOHANBHBIX TAHHBIX JIOJDKHEI OBITH yOpaHBI B 3alIMpacMble
mkadbl (ceipbl), KOMIOBIOTEPHI BBIKITIOYEHBI TG0 3a010KUPOBAHEL

3 JlonmycK B cepBepHbIe MOMeEIIEHHsI

3.1. JlocTyn B CepBepHbIC IIOMEINECHHS Da3spell€H TOJNBKO OTBETCTBEHHOMY 3a TEXHHYECKOE
obcayxuBanne VICTIJlH, anmuHMcTpaTopy HWHQOpPMAIMOHHOH O6€30maCHOCTH W OTBETCTBECHHOMY 3
opraHm3anmio o6paboTKH MepCOHANbHBIX JIaHHBIX. Y6OpKa CepBEPHBIX NMOMEIICHWH MPOMCXOAUT TOIBKO
IIPH CTPOTOM KOHTPOJIE yKa3aHHBIX JIHII. ,

3.2.  JlocTyn B cepBepHbIE IOMEIIEHHS IIOCTOPOHHHX JIMI AOMYCKAeTCs CTPOro Mo COracoBaHHIO
C OTBETCTBEHHBIM 3a OPraHU3alUI0 06paboTKH MEPCOHABHBIX NaHHBIX.

3.3. HaxoxIeHWe B CEpBEpHBIX MOMEIIEHHAX MOCTOPOHHMX JHI Ge3 CONMPOBOKIAOLIErO HE
JIOITYCTUMO.

4. Jlonyck JiN B criennoMenenus ( PH HAIMIHH)

4.1. ChoenmoMemeHHs  BBIAEISAIOT ¢ y4€TOM  pasMEepoOB  KOHTPOJHUPYEMBIX  30H,
PerIaMEHTHPOBAHHBIX SKCILUIyaTAlMOHHOM M TEXHMYECKOH JOKYMEHTallMeH K KPHITOCPEACTBAM.
[ToMeleH s JO/DKHBI MMETh MPOYHBIE BXOHbIE ABEPH C 3aMKaMH, TaDaHTUPYIOIMMHU HAIEKHOE 3aKPBITHE
noMelneHu# B Hepabouee Bpems. OKHa TIOMEINEHMH, PAaCIIOOKEHHbBIX Ha MEPBbIX WX MOCICIHAX STaxax
3[aHM, a TAKOKe OKHA, HAXOMSAIIMECS OKOJIO IOXKapHBIX JIECTHHIl M JPYTHX MECT, OTKy/Aa BO3MOXHO
NPOHMKHOBEHHE B CIELIOMEINEHHs IIOCTOPOHHHX JHIL, HEOOXOHUMO o6opynoBaTh METALTHYECKHMHU
PEINETKAMK, WM CTABHSAMH, WM OXPaHHOHM CHIHA/IM3ALMEH, WK IPYTHMHA CPEICTBAMH, PENATCTBYIOMNMU
HEKOHTPOJIMPYEMOMY TPOHUKHOBEHHIO B CTIEIIOMEIICHHUS.

4.2. Pa3MmemeHue, chenyaibHoe o0OOpyZoBaHHME, OXpaHa M OpraHusanus pexuMma B
CIIEIMIOMEIEHUAX JOJDKHBI HCKIIOYATH BO3MOXHOCTb HEKOHTPOJMPYEMOIO MPOHUKHOBCHHA HJIH
npe6bIBaHUs B HUX TIOCTOPOHHHUX JIHII, 8 TAK)KE MPOCMOTpa IIOCTOPOHHAMH JIML[AMH BEAYIMXCS TaM pabor.

43. Jlns TpemOTBpAaleHHs NPOCMOTPa H3BHE CHELNOMEMICHAH MX OKHA JOJDKHBI OBITH
3alIUIICHBI.

4.4. CreumoMmemeHus, KaK IIPaBHIO, JOJDKHBI OBITh OCHAIIEHBl OXPaHHOH CUTHAIM3AlMEH,
CBA3aHHOM €O CIyXKGON OXpaHBI 3[aHMs WM AEXKYPHBIM IO OpraHu3aiuu. MCrpaBHOCTh CHTHAIM3allMH
IIEPUOANYECKA HEOOXOAUMO MPOBEPATH OTBETCTBEHHOMY 3a OpraHH3alluio 06paboTKH NEPCOHATBHBIX
JIaHHBIX COBMECTHO C IMpPEACTABHUTENIEM CIy>XObl OXpaHbl WM JEXKYPHBIM IO OpraHu3alluy C OTMETKOH B
COOTBETCTBYIOIIMX JKypHaJax.

4.5. Jlns XpaHeHHs KIIOYEBBIX TOKYMEHTOB, SKCILTyaTallHOHHON H TEXHHYECKOH OKyMEHTAllUH,
MHCTA/TMPYIONMX KPUNTOCPEJCTBA HOCHTENEH MOMKHO OBITH IpPEIyCMOTPEHO He0OXOAUMOE YHCIIO

Hacroawmit AoKyMeHT agnaeTtca cobereerHocTbio FBOY COLU N2 n.r.T. BeseHuyK U He moxeT 6bITb YaCTUYHO UAKU NONHOCTLIO BOCNPOU3BEAEH, TUPAXKUPOBAH U
pacnpocTtpaHeH 6e3 NUCbMEHHOro Pa3peLleHnA PYKOBOAUTENA OpraHu3aumnu.
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HaJEXHBIX METAJUIMYECKHUX XPaHUIIHIIL, 060pleOBaHHBIX BHYTPCHHUMH 3aMKaMH C AByMs 3K3€MILIIpaMH
KJIIOYEHd M KOJOBBIMH 3aMKaMH HIIH HpHCHOCO6JIeHH$IMPI IJIs OIe4aTbIBaHHs 3aMOYHBIX CKBa)KHH. Opun
JK3EMILIIP KIIIO4Ya OT XpaHWIIHINA JOJDKCH HaXOJUTHCSI y OTBECTCTBEHHOIO 3a OpraHu3anuio 06pa60T1<n
NEPCOHAJIbHBIX NTaHHBIX.

4.6. Tlo okoHYaHuMH paboyero JHS CIENNOMEIIEHHE U YyCTAHOBICHHBIE B HEM XPaHUIIHINA I0JDKHAI
OBITH 3aKPBITHI, XPAHUIIMINA ONE€YATAHBI.

4.7. Kimoum OT CHElIoOMEeIIEeHHH, a TaKKe KIII0Y OT XpaHUIIMIIA, B KOTOPOM HAaXOAATCS KIIOYH OT
BCEX APYTMX XPaHWIMIL CIEIHNOMEIICHHS, B ONEYaTaHHOM BHJE IOJDKHBI OBITH CHAHBI IOJ PacCIHCKy B
COOTBETCTBYIOIIEM JKypHalle CIyXObl OXpaHbl HJIM JEKYPHOMY IO OpraHM3alud OJIHOBPEMEHHO C
mepejadedf mox oxpaHy cammx cmenmomemenui. [ledart, npenHasHAYCHHBIC UL ONEYATHIBAHHS
XPaHUJIMIIL, JOJDKHBI HAXOMUTBCS Y HOJIb30BaTeNIeH KPUIITOCPEICTB, OTBETCTBEHHBIX 3 3TH XpaHUIIAIIA.

4.8. Tlpu yTpare Kio4a OT XPAaHHJIMIIA HJIM OT BXOAHOHM JBEPH B CIECLIIOMCIICHHE 3aMOK
HEOOXOMMMO 3aMEHUTh HIIM IIepeleiaTh €ro CEKpeT ¢ H3rOTOBICHHEM K HEMY HOBBIX KIIOYeH ¢
JOKyMeHTanbHeIM odopmieHHeM. Ecmu 3aMOK OT XpaHHIMINA Mepefenarb HEBO3MOXHO, TO Takoe
XpaHHJIUIIE HEOGXOAMMO 3aMeHHUTh. [TOpAIOK XpaHeHHs KIIHOYEBBIX H APYTAX AOKYMEHTOB B XpaHHJIMIIC,
OT KOTOPOTO yTpayeH KIod, /10 H3MEHEHHs CeKPeTa 3aMKa yCTaHAB/IMBAET OTBETCTBEHHBIH 32 OPraHU3alMIo
06paboTKH NEPCOHAIBHBIX JAaHHBIX.

4.9. B OOBYHBIX YCJIOBHSX CIEHIOMEINCHMS, HAXOAAIMECS B HHX ONCYATAaHHBIC XpaHUIMIIA
MOTYT GBITB BCKPBITHI TOJBKO IOJB30BAaTENAMH KPHUITOCPEICTB MIIM OTBETCTBEHHBIM 3a OPraHM3alUIO
00pabOTKHU NMEPCOHAIBHBIX JaHHBIX.

[Ipy o6GHapyXeHWH INpPH3HAKOB, YKa3blBAIOIMX HAa BO3MOXHOE HECAHKIMOHHPOBAHHOC
NPOHMKHOBEHHE B 3TH IOMEINCHHS MM XPaHWIAIIA [OCTOPOHHMX JIHII, O CIyYHBIICMCA JOJDKHO OBITH
HeMeUIEHHO COOOINEHO OTBETCTBEHHOMY 3a OpraHu3aliio oOpabOTKM INepCOHANBHBIX —JAHHBIX.
I[IpubbIBIIME OTBETCTBEHHBIH 3a OpraHM3alMiO OOpabOTKH NEPCOHANBHBIX [@HHBIX JOJDKCH OLCHUTDH
BO3MOKHOCTh KOMITPOMETAIIMH XPAHAMIUXCS KIIOYEBBIX M APYTHX NOKYMEHTOB, COCTABUTH aKT M IPHHATE,
IIpH HEOGXOMMMOCTH, MEpBI K JIOKATH3alMK MOCIEACTBHA KOMNPOMETAIMK NEPCOHATBHBIX JaHHLIX H K
3aMeHe CKOMIIPOMETHPOBAHHBIX KPUIITOKITIOYEH.

4.10. Pa3MemeHue ¥ MOHTaX KpHUIOTOCPEIACTB, a Takke JIpyroro obopyaoBaHus,
(YHKIMOHMPYIOIIEr0 C KPUNOTOCPENCTBAMH, B CHELNOMEIICHHAX JOJDKHBI CBECTH K MHHHUMyMY
BO3MOXHOCTb HEKOHTPOJIMPYEMOIo AOCTyla IOCTOPOHHHX JIHMIl K YKa3aHHBIM CpPEICTBAM. Texnugeckoe
06CITy)KHBaHHE TAKOro 0GOpPYDOBAHHS M CMEHAa KPHITOKIIOYEH OCYHIECTBIAIOTCSA B OTCYTCTBHE JIHII, HE
JONYIIEHHBIX K paboTe C JaHHBIMH KPHIITOCPEICTBAMH.

4.11. Ha BpeMs OTCYTCTBHS IIOJB30BATElicli KPUNTOCPEACTB YKa3aHHOC obopynoBaHHe, IpU
HATHIMH TEXHUYECKOH BO3MOKHOCTH, JOJIKHO GBITh BBIKIIOUEHO, OTKIIIOYEHO OT JIMHHHU CBA3M M yOpaHO B
oreyaThIBacMble XpaHWJIMINA. B IPOTHBHOM Ciydae MO COIJIACOBAHHMIO C OTBETCTBEHHBIM 3a OPTaHU3ALMIO
06pabOTKH MEPCOHATBHBIX JAHHBIX HEOOXOMMMO IpPEAYCMOTPETh OPraHHW3AlMOHHO-TEXHHYCCKHE MEDEL
HCKJTIOYAIONIHE BO3MOKHOCTD HCIIOJIb30BaHMS KPUIITOCPEACTB TOCTOPOHHUMH JIKIIAMH.

Hactoawmi AOKyMeHT agnaeTca cobeteerHocTsio FBOY COL Ne2 n.r.T. BeseHuyK W He MOXET BbiTb YaCTUYHO UNM NONHOCTLIO BOCNPOU3BEAEH, TUPAXKUPOBaH U
nacnnocTnaHeH 6e3 NMCbMEeHHOro Da3nelweHUA PYKOBOAUTENA OPraHu3auuu.



